Abstract-Owing to its attractive features such as fast identification and relatively long interrogating range over the classical barcode systems, radio-frequency identification (RFID) technology possesses a promising prospect in many practical applications such as inventory control and supply chain management. However, unknown tags appear in RFID systems when the tagged objects are misplaced or unregistered tagged objects are moved in, which often causes huge economic losses. This paper addresses an important and challenging problem of unknown tag identification in large-scale RFID systems. The existing protocols leverage the Aloha-like schemes to distinguish the unknown tags from known tags at the slot level, which are of low time-efficiency, and thus can hardly satisfy the delay-sensitive applications. To fill in this gap, two filtering-based protocols (at the bit level) are proposed in this paper to address the problem of unknown tag identification efficiently. Theoretical analysis of the protocol parameters is performed to minimize the execution time of the proposed protocols. Extensive simulation experiments are conducted to evaluate the performance of the protocols. The results demonstrate that the proposed protocols significantly outperform the currently most promising protocols. [14] . In these applications, a RFID system consists of a back-end server, a single (or multiple) reader(s) and a large number of tags. The RFID reader is a device equipped with a dedicated power source and has adequate computing power and storage capacity. The back-end server sends commands to the readers via a high-rate network link in order to control the readers to read/write data from/to the tags. A RFID tag is a microchip combined with an antenna that has only limited computing power and storage capacity. RFID tags are usually labeled in the designated objects, and each tag has a 96-bit unique ID to indicate the information (e.g., product price, production date, and place of origin, etc.) of the tagged objects. The RFID tags are generally classified into two categories. The passive tag has no battery supply and transmits data by reflecting the received signals from the reader. The passive tag is only activated when it is within the vicinity of a reader; and the active tag is powered by an internal battery and has longer communication ranges over the passive one. RFID systems mostly work in a reader talk first (RTF) mode where a reader queries the tags within its vicinity and the tags respond over a common wireless medium [15] .
INTRODUCTION

Background Knowledge
O WING to its attractive features including remote access, multiple simultaneous access, non-line-of-sight reading, computational ability, and relatively large rewritable memory over the conventional barcode systems, radio-frequency identification (RFID) technology has been widely used in many practical applications such as localization [1] , [2] , [3] , [4] , supply chain management [5] , [6] , [7] , [8] , [9] , and inventory control [10] , [11] , [12] , [13] , [14] . In these applications, a RFID system consists of a back-end server, a single (or multiple) reader(s) and a large number of tags. The RFID reader is a device equipped with a dedicated power source and has adequate computing power and storage capacity. The back-end server sends commands to the readers via a high-rate network link in order to control the readers to read/write data from/to the tags. A RFID tag is a microchip combined with an antenna that has only limited computing power and storage capacity. RFID tags are usually labeled in the designated objects, and each tag has a 96-bit unique ID to indicate the information (e.g., product price, production date, and place of origin, etc.) of the tagged objects. The RFID tags are generally classified into two categories. The passive tag has no battery supply and transmits data by reflecting the received signals from the reader. The passive tag is only activated when it is within the vicinity of a reader; and the active tag is powered by an internal battery and has longer communication ranges over the passive one. RFID systems mostly work in a reader talk first (RTF) mode where a reader queries the tags within its vicinity and the tags respond over a common wireless medium [15] .
Motivation and Problem Statement
According to the statistics presented in [16] , Raman, DeHoratius and Ton reported that the consumers cannot find 16 percent of inventory items on average in the stores because of the misplacement of those items. The chilled food that is misplaced at the zone without refrigeration equipment and not discovered in time will decay quickly. More seriously, in the warehouse management, a lighter that is misplaced in the area of alcohol may cause fatal safety problem [17] . Hence, in the warehouse management, a practically important task is to identify the misplaced items efficiently. Obviously, manual checking is seriously laborious and is of low accuracy. Fortunately, RFID technology can be used to solve this problem.
As illustrated in Fig. 1 , each item in the scanning area is attached with a RFID tag. The tag IDs of the normal items are stored in the database of the back-end server. However, the tag IDs of the misplaced items are not available in the database and the corresponding tags are referred to as unknown tags. The problem studied in this paper is to identify the unknown tags exactly.
Prior Art and Limitation
A straightforward solution to unknown tag identification is to borrow directly the pure tag identification schemes [18] , [19] , [20] , [21] , [22] , [23] , [24] to identify all tags in the scanning area. Then, it is possible to obtain the IDs of the unknown tags by comparing the identified IDs with those stored in the database. However, this scheme is seriously time-consuming because it needs to re-collect a large number of known tag IDs, which renders inappropriateness for applications with stringent delay requirement. To the best of our knowledge, the existing protocols specifically for addressing the problem of unknown tag identification include: (1) the algorithm of Collect Unknown tags (referred to as the CU protocol) proposed in [12] ; and (2) a set of protocols, namely basic unknown tag identification protocol (BUIP), BUIP with collision-empty slot pairing (BUIP-CE) and BUIP with collision-fresh slot paring (BUIP-CF), proposed in [25] . In what follows, we will briefly present the principle of these protocols.
The CU protocol is a variant of the well-known framed slotted Aloha mechanism [18] . Each tag randomly picks a slot in a time frame based on the hashed value of its ID with a random seed received from the reader. Because the reader has full knowledge of the known tag IDs, the random seed and the hash function, it is able to predict which slots are expected empty slots (i.e., not occupied by any known tags). The reader sends signals to make the tags reply and then checks the slots one by one. The tags that are active in the expected empty slots are identified as unknown tags. The classical enhanced dynamic framed slotted ALOHA (EDFSA) protocol [18] is further adopted to identify the IDs of the active unknown tags. The above process is repeated for multiple rounds so as to achieve a given identification accuracy.
The CU protocol only leverages the expected empty slots to detect the unknown tags, whereas, the other slots are not utilized fully. Moreover, all the known tags participate in every round, which seriously interfere the unknown tag detection, especially when there is a large number of known tags. To overcome these drawbacks of the CU protocol, the protocols proposed in [25] adopt not only the expected empty slots to label the unknown tags but also the expected singleton slots to deactivate the known tags for the sake of preventing them from interfering the detection of unknown tags. Specifically, if one and only one tag responds in an expected singleton slot, this must be a known tag. Then, the reader sends an ACK signal to deactivate this known tag (i.e., telling it to enter the sleep state). On the other hand, if one or more tags respond in an expected empty slot, all of them must be unknown tags. The reader then sends an NACK signal to label them (i.e., telling them not to participate in the next round, but still keep active). Some known/unknown tags may be deactivated or labeled in each round, and they will not participate in the following rounds. The above process is repeated for multiple rounds until all known tags are deactivated. As a result, the remaining active tags are all unknown ones.
Both CU [12] and the protocols [25] are based on the Aloha-like schemes at the slot level, which is of low timeefficiency and renders them far from efficiency.
Proposed Approaches and Main Contributions
The obstacle to efficient identification of unknown tags is caused by the fact that the known tags interfere and make the responses from the unknown tags buried in overwhelming "noises" [12] . The challenge is how to efficiently "separate" the unknown tags from the known ones, and then we are able to identify the unknown tags without the interference from the known tags.
To this end, this paper first investigates a filtering-based unknown tag identification (FUTI) protocol at the bit level. Specifically, the reader constructs a cost-effective filter by mapping all the known tag IDs to it. In the filter, '1s' indicate at least one known tags are mapped to these bits; '0s' indicate none of the known tags is mapped to these bits. The constructed filter is broadcasted by the reader. If a tag finds its representative bit is '0', it labels itself. Clearly, the labeled tags are unknown tags. Multiple rounds are repeated until the expected percentage of the unknown tags are labeled. The EDFSA protocol [18] is then used to collect the labeled unknown tags.
Based on the proposed FUTI protocol, we further develop an interactive filtering-based unknown tag identification (IFUTI) protocol. Different from the FUTI protocol, IFUTI leverages two interactive filters to filter out not only the unknown tags but also facilitate the identification of the labeled unknown tags. The simulation results demonstrate that the proposed FUTI and IFUTI protocols have their own advantages in different application scenarios. Specifically, in a RFID system with high density of unknown tags, the IFUTI protocol outshines FUTI because two interactive filters are used in IFUTI to accelerate the identification of unknown tags. In contrary, in a RFID system with low density of unknown tags, IFUTI does not ourperform FUTI any more due to the double transmission overhead of the interactive filters.
Theoretical analysis of the protocol parameters is also presented to minimize the execution time of the proposed schemes. Extensive simulations are conducted to evaluate the performance of the proposed protocols, and the results show that they significantly outperform the existing advanced protocols.
The major contributions of this paper can be summarized as follows:
1. This paper studies an important and challenging problem of unknown tag identification. We first design a cost-effective filter to detect the unknown tags, and then propose the filtering-based unknown tag identification protocol. 2. We further design a reverse filter to improve FUTI, thereby facilitating the identification of unknown tags, and thus propose the interactive filtering-based unknown tag identification protocol that is more efficient in RFID systems with high density of unknown tags. 3. This paper also performs the theoretical analysis of configuration of the filter length in order to minimize the execution time of the proposed protocols and configuration of the minimum round count so as to meet the predefined identification accuracy. 4. Extensive simulation experiments are conducted to evaluate the performance of the proposed protocols. The results demonstrate that the new protocols considerably outperform the existing advanced protocols. The rest of this paper is organized as follows. The related work is reviewed in Section 2. Section 3 presents the system model. We propose the FUTI and IFUTI protocols and present the theoretical analyses in Sections 4 and 5, respectively. In Section 6, extensive simulation experiments are conducted to evaluate the performance of the proposed protocols. Finally, this paper is concluded in Section 7.
RELATED WORK
In RFID applications, one of the most fundamental tasks is tag identification, which has attracted extensive research efforts from academy and industry. The pure tag identification protocols aim at identifying all tag IDs in a static RFID system. The corresponding solutions are generally classified into two categories: Aloha-based protocols [18] , [19] , [20] and Tree-based protocols [21] , [22] , [23] , [24] .
The basic principle of the Aloha-based protocols is presented as follows. The reader first broadcasts the frame size f and a random number R to the tags in the interrogating range. Each tag uses the received parameters f and R to pick a slot s in the frame to relay the ID information, where s ¼ hðID; RÞ mod f. In any slot, if one and only one tag responds, the reader is able to successfully obtain the ID information of the tag. This type of slots is referred to as singleton slots. A RFID tag that is successfully identified in a singleton slot will keep silent for the rest of the identification processes. If multiple tags simultaneously transmit their IDs in a common slot, the responses are garbled due to signal collision and thus retransmission is required. Multiple frames are repeated until all the tags are identified [15] .
A Tree-based protocol [21] , [22] , [23] , [24] organizes all IDs in a binary tree where the height of this tree is equal to the length of a tag ID. Each left branch of the tree is marked by '0' and each right branch by '1'. The reader first queries the tags by broadcasting a prefix '0'. All the tags whose IDs start with '0' answer this query. If the reader has a successful read (i.e., exactly one tag answers) or an empty read (i.e., no tag answers), the reader queries the tags by broadcasting a prefix '1', and all the tags whose IDs start with '1' answer this query. If the reader senses a signal collision, it will generate two new query prefixes by appending a '0' and a '1' to the previous query prefix. And the reader repeats the above process by querying the tags with the two new query prefixes, which continues until all the tags have been identified [24] .
In reality, the RFID system is dynamic, e.g., some tagged items may be missing due to theft; and some unknown (new) tagged items may appear because of misplacement. It is of great importance to propose efficient solutions for monitoring the dynamic RFID system.
In terms of missing tag problems, Tan et al. [11] studied the trust reader protocol (TRP) to detect the missing-tag event with a predefined confidence level when the number of the missing tags exceeds the tolerance threshold. In TRP, all tags participate in the detection process. The performance of TRP decreases when the cardinality of tags increases. To improve the time-efficiency and energy-efficiency of TRP, Luo et al. [14] introduced the sampling idea, and thus proposed the Efficient Missing-tag Detection (EMD) protocol, where the detection result on the sampled tags is used to probabilistically reflect the whole intactness of RFID systems. The authors indicated that TRP is a special case of EMD. Moreover, a time-energy tradeoff is also presented in [14] . Based on their prior work, Luo et al. [26] investigated a multi-hash approach to increase the utilization of time frame, and thus the performance of the missing tag detection protocol is improved. The above schemes can detect the missing tag event only but are unable to find out which specific tags are missing and thus fails to provide the details of the missing tags. To identify the exact missing tags, Li et al. [27] proposed the iterative ID-free protocol (IIP), which is a variant of the framed slotted Aloha mechanism. In IIP, the reader identifies the missing tags by observing the status of the slots. Specifically, the reader asserts a tag is missing if the corresponding slot is supposed to be singleton but turns out to be empty. In [28] , Zhang et al. investigated the problem of missing tag identification in the multi-reader scenarios, where all the readers perform synchronized and parallel scans. In [29] , Zheng and Li proposed a physical-layer missing tag identification scheme which utilizes the compressive sensing technique to improve the time-efficiency. This paper studies the problem of unknown tag identification. As aforementioned, the above pure tag identification protocols can be directly borrowed to address this problem. By comparing all the identified IDs with the known tag IDs, it is possible to identify the unknown tags. However, since the IDs of the known tags have already been stored in the back-end server, recollecting a large number of known tag IDs is obviously inefficient. The protocols reported in [12] , [25] suppress the known tags from responding, while keeping the unknown ones active to be identified. Their basic principles have been briefed in Section 1.3. Since these two protocols use the classical framed slotted Aloha mechanism to detect the unknown tags at the slot level, they are of low time-efficiency and remain large room to be improved.
SYSTEM MODEL
Assumption and Problem
We consider a RFID system that consists of a single reader, N known tags and M unknown tags, where the IDs of N known tags are stored in the database of the back-end server but the IDs of unknown tags and even the number of unknown tags, M, are not available in the database. All tags are within the interrogating range of this reader. The known tag set is denoted as T known , i.e., T known ¼ ft 1 ; t 2 ; . . . ; t i ; . . . ; t N g; and the unknown tag set is denoted as T unknown , i.e., T unknown ¼ ftu 1 ; tu 2 ; . . . ; tu i ; . . . ; tu M g. Each tag has a unique ID and is equipped with the same uniform hash generator HðÁÞ. In this paper, we first consider the single reader case and then extend our solutions to the multi-reader case.
The problem addressed in this paper is to efficiently identify the unknown tags with a given accuracy a, i.e., a fraction a of the unknown tags are expected to be identified. For example, if a is predefined to 99 percent, when 100 unknown tags appear in the RFID system, 99 unknown tags among them should be identified on average. The performance metric considered in this paper is time-efficiency.
Communication Overview
The reader communicates with the tags through a one-hop low-rate wireless network link. In contrast, the reader and the back-end server communicate through a high data-rate wireless or wired link. Because the communication delay between the reader and back-end server is so minor that it can be ignored, we only consider the communication time between the reader and tags in this paper. The reader continuously sends synchronization signals to create a slotted time frame. The interactive communications are in the Reader Talks First mode [30] , i.e., the reader queries the tags first and a tag responds according to the reader's commands. In [27] , Li et al. presented a method of classifying the time slots based on their length: tag slots, long-response slots and short-response slots. The slot that can support transmission of 96-bit ID is called a tag slot, whose length is denoted as t tag . The slot that can support transmission of 10-bit information is referred to as a long-response slot, whose length is denoted as t long . And the slot that can only support transmission of 1-bit information is called a short-response slot, whose length is denoted as t short . According to the specification of the Philips I-Code system [31] , the rate from a tag to a reader is 53 Kb/s and the rate from a reader to a tag is 26:5 Kb/s. Any two consecutive transmissions (from a tag to a reader or vice versa) are separated by a waiting time of 302 ms. For simplicity, this paper assumes that the data rate of the reader-to-tag link is the same as that of the tag-toreader link. Following the parameter settings in [13] , [14] , [27] , [28] , [32] , t tag , t long and t short are set to 2:4, 0:8 and 0:4 ms, respectively. Table 1 summaries the notations that are used throughout this paper.
A FILTERING-BASED UNKNOWN TAG IDENTIFICATION PROTOCOL
To address the problem of unknown tag identification in a time-efficient way, this section proposes a filtering-based unknown tag identification protocol. After presenting the FUTI protocol design, we further analyze the parameter settings to achieve its best time-efficiency as well as the required identification accuracy.
Protocol Design
The proposed FUTI protocol consists of two phases: (i) Unknown Tags Filtering phase, in which a fraction a of unknown tags are expected to be labeled; (ii) Unknown Tags Identification phase, in which only the labeled unknown tags are identified without the interference from the known tags.
In the following, we present the operations of these two phases in detail.
Phase I: Unknown Tags Filtering
As illustrated in Fig. 2 , the reader maps the IDs of all known tags to a filter F with f bits. Specifically, an arbitrary known tag t i with ID i is mapped to the g i th bit in the filter F based on a uniform hash function HðÁÞ, where g i ¼ HðID i ; RÞ mod f (R is a random seed number that is fresh in each round). We refer to the g i th bit as the representative bit of tag t i . If one or more known RFID tags are mapped to the g i th bit in the filter F , this bit is set to '1'. On the contrary, if none of the known RFID tags is mapped to the g i th bit, this bit is set to '0'. Then, the reader broadcasts the used parameters R, f as well as the filter F to all tags including both known tags and unknown tags. Obviously, the locations of '1s' in the filter F indicate the mapping distribution of known tags. Each tag employs the same hash function HðÁÞ, the received parameters R and f to calculate its representative bit, specifically, using HðID i ; RÞ mod f as the index of its representative bit. It is easy to draw the following conclusions: (i) the representative bits of the known RFID tags in the filter F are always '1s'; (ii) the representative bits of some unknown RFID tags are '1s' when they select the bits to which one or more known RFID tags are mapped; (iii) the representative bits of some unknown RFID tags are '0s' when they select the bits to which none of the known RFID tags are mapped. During the process of receiving the filter F , each tag checks its representative bit in F . For an arbitrary tag, if its representative bit is found to turn out to be '0', it asserts that it is an unknown tag and labels itself. In each round, some unknown RFID tags may be labeled. And the more rounds are repeated, the more unknown tags are expected to be labeled. This filtering process is repeated until a fraction a of the unknown tags are labeled.
Phase II: Unknown Tags Identification
Only the labeled unknown tags participate in this tag identification phase. The same as CU [12] and the protocols in [25] , we employ the EDFSA protocol [18] to identify the labeled unknown tags.
As the Unknown Tags Filtering phase is the highlight and unique feature of the proposed FUTI protocol, we mainly focus on optimizing the parameters involved in the first phase, specifically, the filter length f and the minimum round count L 1 . This FUTI protocol was reported in the conference version of this paper [33] .
Determining the Optimal Filter Length f
In an arbitrary round k of the Unknown Tags Filtering phase, a certain unknown tag can be labeled when it selects a bit in the filter F to which no any known tag is mapped. The probability that a certain unknown tag can be labeled in this round, denoted as P k , is given as follows
where N is the number of known tags and f is the filter length. Given the fact that f is normally very large, P k can be simplified to e À N f in Eq. (1), where e is the natural constant. Let M denote the number of unknown tags. Each of the M unknown tags is expected to be labeled with the probability P k in this round. Hence, the number of unknown tags that are labeled in this round, denoted as @ 1 , is expected to be M Â P k , i.e.,
In what follows, we will analyze the time cost of this round. To begin with, one tag slot (i.e., t tag ) is adequate for the reader to broadcast the parameters R and f. The long filter F with f bits is divided into multiple segments of 96-bit to be sequentially transmitted in multiple tag slots [27] . Hence, the time for transmitting the filter is d f 96 e Â t tag . Therefore, the time cost of this round, denoted as T 4 , is t tag þ d f 96 e Â t tag . In this round, the average time
for labeling an unknown tag is given as follows:
Note that, since the filter length f is normally very large [27] , t tag þ d 
By setting the derivative
in Eq. (3) to 0, we obtain f ¼ N. Moreover, when f > N, this derivative is larger than 0; when f > N, it is smaller than 0. Therefore,
achieves the minimum value when the filter length f is set to N.
Determining the Minimum Round Count
The unknown tags filtering process is repeated for multiple rounds and the round count is denoted as L 1 . After L 1 rounds, the probability that a certain unknown tag can be labeled at least once is denoted as P , which can be given by
where P k is the probability that this tag is labeled in the kth round.
Since the filter length f is optimized to N in each round, P k becomes a constant 1 e . Then, we have
According to Eq. (5), each unknown tag has the independent probability P to be labeled at least once. So the ratio of unknown tags that can be labeled is also expected to be P . If the objective is to identify the unknown RFID tags with an accuracy of at least a, we should guarantee that the proportion P of unknown tags that can be labeled is no less than a. Then we have:
By solving the above inequality, we get
That is, to identify the unknown RFID tags with a given accuracy a, the filtering process should be repeated for at least d lnð1ÀaÞ lnð1Àe À1 Þ e rounds.
AN INTERACTIVE FILTERING-BASED UNKNOWN TAG IDENTIFICATION PROTOCOL
In the prior FUTI protocol, the unknown tags identification phase is independent from the unknown tags filtering phase. With a subtle modification to FUTI, we propose an interactive filtering-based unknown tag identification protocol, in which the interactive filters are used to not only label the unknown tags but also accelerate the identification of unknown tags.
Protocol Design
The IFUTI protocol also consists of two phases: (i) unknown tags filtering phase; and (ii) unknown tags identification phase. The detailed operations of these two phases are presented below.
Phase I: Unknown Tags Filtering
As illustrated in Fig. 3a , the reader constructs a filter F 1 with f bits, by mapping all known IDs to it. The detailed procedures are the same as those in the FUTI protocol presented in Section 4.1.1. Clearly, '1s' in F 1 also indicate the locations of the known tags. The reader broadcasts the used parameters R and f to all the tags. Since the bit-level synchronization between the reader and tags is achievable [34] , [35] , the tags are able to distributively construct another filter F 2 also with f bits by virtue of the synchronized physical layer transmissions. Specially, for an arbitrary tag, it creates a filter basis with f bits by setting the th bit to '1', where ¼ HðID; RÞ mod f; and setting all other f À 1 bits to '0s'. All the tags simultaneously transmit their filter basis to the reader. In the physical layer, '0' is represented by an idle carrier; and '1' is represented by a busy carrier [34] . For each bit received by the reader, if the channel is idle, the bit is set to '0'; otherwise, if the channel is busy, this bit is set to '1'. After receiving all the filter basis, the reader is able to generate a global filter F 2 with f bits, as illustrated in Fig. 3b . Clearly, the known tags will select the same bits in F 1 and F 2 because the same parameters R and f are used. Therefore, if there is no unknown tag, the filter F 2 should be the same as the filter F 1 .
When some unknown tags appear in the RFID system, some '0s' in the filter F 1 may become '1s' in the filter F 2 . The difference between F 1 and F 2 indicate the appearance of unknown tags. As illustrated in Fig. 3c , we create the third filter F 3 ¼ F 2 F 1 , where F 3 ½i ¼ 1 if and only if F 2 ½i ¼ 1 AND F 1 ½i ¼ 0; otherwise, F 3 ½i ¼ 0, i 2 ½0; f À 1 based on bitwise XOR operation. Clearly, '1s' in the filter F 3 correspond to some unknown tags. The reader broadcasts the filter F 3 to all tags. Each tag checks the selected bit in the received filter F 3 . If its representative bit is '1', it realizes its unknown identity and labels itself. The same as FUTI, a fraction of unknown tags could be labeled.
Phase II: Unknown Tags Identification
This unknown tag identification phase consists of two substages: (i) The labeled unknown tags reply their IDs according to the order of '1s' in the filter F 3 [36] . As exemplified in Fig. 3c , the unknown tag tu 1 replies its ID in the first slot because its representative bit is the first '1' in the filter F 3 . Similarly, the unknown tag tu 2 replies its ID in the second slot; the unknown tags tu 3 and tu 4 reply their IDs in the third slot. Some labeled unknown tags are able to successfully respond their IDs to the reader when the '1s' are exclusively occupied by them, e.g., tags tu 1 and tu 2 . For the purpose of clarity, we refer to these unknown tags as < 1 À 1 > unknown tags, where the former '1' indicates that they select '1s' in the filter F 3 ; the latter '1' indicates that they exclusively occupy their representative bits. (ii) Whereas, the other labeled unknown tags (e.g., tu 3 and tu 4 ) fail to reply their IDs to the reader due to the response collision, and will be identified by the classical EDFSA protocol. Similarly, we refer to them as < 1 À X > unknown tags, where 'X' indicates that more than one unknown tags share a common '1' in the filter F 3 .
The labeled unknown tags are identified and will not participate in the next round. The proposed IFUTI protocol also repeats for multiple rounds until a fraction a of the unknown tags is expected to be labeled.
Determining the Optimal Filter Length f
In an arbitrary round, we first assume the number M Ã of unidentified unknown tags is available to the reader. Clearly, in the first round, M Ã ¼ M. Later on we will discuss how to estimate the cardinality of the unidentified unknown tags at the beginning of each round. For a certain unidentified unknown tag, it could be labeled when it selects a '1' in the filter F 3 . The corresponding probability, P ð1;ÃÞ , is given by
where f is the filter length and N is the number of known tags. We denote the probability that an arbitrary unknown tag exclusively occupies a '1' in the filter F 3 as P ð1;1Þ . Then, we have: Fig. 3 . Exemplifying the basic principle of the interactive filtering-based unknown tag identification protocol.
Let P ð1;XÞ denote the probability that an unknown tag shares a '1' in the filter F 3 with other tags. P ð1;XÞ can be written as P ð1;XÞ ¼ P ð1;ÃÞ À P ð1;1Þ ¼ e
For a certain bit in the filer F 3 , let P0 1 0 denote the probability that this bit is '1'. The probability, P0 1 0 , is given by
The total execution time of this round includes the transmission of filters F 2 and F 3 (both of them are of f bits), f Â P0 1 0 tag slots (expectation) to identify the unknown tag IDs in the first sub-stage of Phase II and e Â M Ã Â P ð1;XÞ tag slots in the second sub-stage of Phase II to identify the labeled unknown tags that suffer from response collision. The execution time of this round, T 5 , is given by
In this round, we denote the number of identified unknown tags as @ 2 , which is expected to be M Ã Â P ð1;ÃÞ % M Ã Â e À N f . Then, the average time for identifying an unknown tag is obtained as follows
which is a function with respect to only f when N and M Ã is foreknown. It is easy to get the optimal filter length f op to minimize the average time
in this round, e.g., exhaustively searching all the possible f (offline).
Determining the Minimum Round Count
For an arbitrary unidentified unknown tag, the probability that it can be successfully identified in one round is equal to the ratio of '0s' in the filter F 1 , which is available to the reader. The probability that an unknown tag is not identified after L 2 rounds is Q L 2 i¼1 ð1 À u i0 Þ, where u i0 is the ratio of '0s' in the filter F 1 of the ith round. In other words, each tag has the probability 1 À Q L 2 i¼1 ð1 À u i0 Þ to be successfully identified after L 2 rounds. To achieve the given identification accuracy a, the repetition of the filtering-identification processes will not terminate until 1 À Q L 2 i¼1 ð1 À u i0 Þ > a.
Cardinality Estimation of the Unidentified Unknown Tags
Recall the analysis in Section 5.2; it is necessary to know the number M Ã of the unidentified unknown tags to calculate the optimal filter length f in each round. Inspired by [37] , the filter F 1 is used for estimating the cardinality of the unidentified unknown tags after the current round so as to facilitate the configuration of f in the next round. Obviously, the reader is able to know the number of unknown tags that are identified in this round, which is denoted as . In this round, the actual filtering probability is equal to the ratio u 0 of '0s' in the filter F 1 , then the number of the left unlabeled (i.e., left unidentified) unknown tags is expected to be Â
as the estimator of the number of unknown tags that will participate in the next round. Then the filter length in the next round could be optimized accordingly. Since no filters are available before the first round, the cardinality estimation of the unknown tags participating in the first round should be treated separately. Fortunately, we can use the efficient cardinality estimation scheme ART proposed in [15] to estimate the cardinality of all the tags (i.e., d jN þ Mj), then the cardinality M of the unknown tags at the very beginning is estimated as d jN þ Mj À N, where N is the number of the known tags. Note that, except the first round, no extra overhead is introduced to estimate the cardinality of the unidentified unknown tags.
Discussion on the Multi-Reader Case
Inspired by [15] , we also leverage the approach proposed by Kodialam et al. in [10] to extend the proposed protocols to the multi-reader case. Specifically, we uses a central controller to synchronize all readers. In the proposed protocols, the involved parameters R, f and the constructed filter have the same value across all readers. Furthermore, each reader sends the received data to the central controller. That is, the multiple synchronized readers are logically treated as one. Using this simple method, the proposed protocols are able to work in the multi-reader scenarios.
PERFORMANCE EVALUATION
The problem addressed in this paper is to identify the unknown tags in a time-efficient way. In this section, we evaluate the performance of the proposed FUTI and IFUTI protocols. First, extensive simulation experiments are conducted to compare our protocols against the state-of-the-art protocols in the current literature [12] , [25] in terms of timeefficiency. Second, another set of experiments are preformed to validate the identification accuracy of FUTI and IFUTI, respectively. The simulators were implemented via MATLAB on a ThinkPad X230 desktop with an Intel i5 3230M CPU and 8 G RAM. Compared with the delay of wireless data transmission, the time consumed by computing on both the reader side and the tag side is so minor, and thus is neglected. Therefore, we only consider the time consumed by the wireless communications between the reader and the tags. The same as [12] , [25] , we consider the single reader case and assume the communication channel is error-free. Each simulation was conducted for 1;000 times and then we recorded the averaged results of the 1,000 independent trials.
Total Execution Time
In this section, we evaluate the total execution time of the proposed FUTI and IFUTI protocols. Actually, the authors in [25] proposed a series of protocols to identify the unknown RFID tags, including basic unknown tag identification protocol, BUIP with Collision-Empty Slot Pairing and BUIP with collision-fresh slot paring. Hence, in this section, we compare the proposed protocols with CU [12] , BUIP, BUIP-CE and BUIP-CF [25] .
In the simulation experiments, identification accuracy a is predefined to 99 percent, and the number N of known tags is fixed to 10; 000. In different applications, the cardinality of the unknown tags may be different. In order to fully evaluate the performance of the proposed protocols, we conducted two sets of simulations with different densities of unknown tags.
Low Density of Unknown Tags
Here, we simulate a RFID system with a low density of unknown tags, where the number M of unknown tags varies from 100 to 1;000 with a step of 100. The simulation results in Fig. 4a demonstrate that the proposed FUTI and IFUTI protocols considerably outperform all the existing advanced protocols in [12] , [25] . For example, the execution time of BUIP-CF and CU is 18:7 and 48:2 s, respectively, when the number M of unknown tags is 200. And the execution time of the proposed FUTI protocol is just 4:1 s, representing reduction of 78:1 and 91:5 percent when compared to the BUIP-CF and CU protocols, respectively. At the same time, the execution time of the proposed IFUTI protocol is 5:7 s, indicating reduction of 69:5 and 88:2 percent when compared to the benchmark protocols.
High Density of Unknown Tags
In this set of simulation experiments, we evaluate the performance of the proposed protocols in a RFID system with a high density of unknown tags, where the number M of unknown tags varies from 5;000 to 14;000 with a step of 1;000. The simulation results shown in Fig. 4b demonstrate that the proposed FUTI and IFUTI protocols also perform better than the protocols in [12] , [25] in a RFID system with high density of unknown tags. For example, when M ¼ 12;000, the execution time of BUIP-CF and CU is 109:0 and 170:7 s, respectively. And the execution time of the proposed FUTI protocol is 80:6 s, representing the reduction of 26:1 and 52:6 percent when compared to the BUIP-CF and CU protocols, respectively. On the other hand, the execution time of the proposed IFUTI protocol is just 43:0 s, which outperforms BUIP-CF and CU by reducing 60:6 and 74:8 percent of the required execution time.
The results shown in Figs. 4a and 4b also reveal that the FUTI protocol is more efficient for the RFID systems with low density of unknown tags; and the IFUTI protocol is more suitable for the RFID systems with high density of unknown tags, which matches the analysis presented in Section 1.4.
Identification Accuracy
Another important performance metric of the proposed protocols that needs to be evaluated is the actual identification accuracy. In this section, we conduct simulation experiments under different parameters (i.e., M and a) to evaluate the identification accuracy of the proposed FUTI and IFUTI protocols, respectively. The two set of simulation results shown in Figs. 5 and 6 demonstrate that the proposed protocols could satisfy the given identification accuracy. As illustrated in Fig. 5a , the actual identification accuracy of FUTI is 99:4 percent when the number M of the unknown tags is 500, which is higher than the given accuracy a ¼ 99 percent. Similarly, as shown in Fig. 6d , the actual identification accuracy of IFUTI is 96:9 percent, when M ¼ 10; 000, which is higher than the predefined accuracy a ¼ 95 percent.
CONCLUSION
This paper studies the important problem of unknown tag identification in large-scale RFID systems. Specifically, we aim at identifying the unknown tags with a given accuracy. The solutions to this problem are desirable in many practical applications, such as identifying the unknown items which are misplaced in the scanning area. This paper first investigates a cost-effective filter to label the unknown tags at the bit-level, and thus proposes a filtering-based unknown tag identification protocol. Based on FUTI, we investigate interactive filters to not only label the unknown tags but also accelerate the identification of the labeled unknown tags, and thus propose an interactive unknown tag identification protocol. We also present the theoretical analysis of the protocol parameters to minimize the execution time of the proposed protocols. Furthermore, extensive simulation experiments are conducted to evaluate the performance of the proposed protocols and the results demonstrate that the proposed protocols considerably outperforms the existing advanced protocols. In this paper, we assume the communication channel is error-free. In our future work, we will conduct real experiments to investigate the impact of channel error on the proposed protocols. She has published more than 50 technical papers in international journals and conferences. She is on the committee board for a couple of international conferences.
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